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1 DETAILED ACTION 

2 

3 Claim Rejections - 35 USC § 102 
4 

5 The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

6 form the basis for the rejections under this section made in this Office action: 

7 A person shall be entitled to a patent unless - 

8 (e) the invention was described in (1) an application for patent, published under section 122(b), by 

9 another filed in the United States before the invention by the applicant for patent or (2) a patent 

1 0 granted on an application for patent by another filed in the United States before the invention by the 

1 1 applicant for patent, except that an international application filed under the treaty defined in section 

1 2 351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 

1 3 only if the international application designated the United States and was published under Article 21 (2) 

14 of such treaty in the English language. 
15 

16 Claims 1-10 and 12 - 33 is rejected under 35 U.S.C. 102(e) as being 

17 anticipated by Bates et al., U.S. Patent 6,721,721 B1. 

18 

19 Regarding claim 1, Bates et al. discloses: 

20 entering a first computer virus status mode in response to a first computer virus 

21 outbreak report (Bates et al., col. 1 , lines 1 3-52). Bates et al. reports the outbreak of 

22 new and more sophisticated viruses. The invention as disclosed by Bates et al. is for 

23 the purpose of protecting against these outbreaks. 

24 generating a first computer virus alert time corresponding to entry into the first 

25 computer virus status mode (Bates et al., fig. 7, elem. 214; col. 7, lines 20-35); Bates et 

26 al. discloses a method for accessing computer content on a local machine or on a 
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1 network. Content is filtered based upon a generated virus alert time entered by a user 

2 in a virus status mode defined by the user. 

3 comparing a time stamp of a computer content with the first computer virus alert 

4 time (Bates et al., col. 1 2, lines 59-65); 

5 and determining the executability of the computer content in response to the 

6 result of the comparing step (Bates et al., col. 9, line 56 - col. 10, line 8). 
7 

8 Regarding claim 2, Bates et al. discloses: 

9 entering a first access control time based on the first virus outbreak report (Bates 

10 et al., fig. 7, elem. 214); 

1 1 and converting the first access control time into the first virus alert time (Bates et 

12 al., fig. 7, elem. 214; col. 12, lines 59-62). A "prior point in time" ("virus alert time") is 

13 derived from the period of time specified by element 214 ("access control time") and is 

14 compared to the timestamp of the file. 



15 

16 Regarding claim 3, Bates et al. discloses: 

17 wherein the first access control time is a relative time stamp (Bates et al., fig. 7, 

18 elem. 214; col. 12, lines 59-62). A "prior point in time" ("virus alert time") is derived from 

19 the period of time specified by element 214 ("access control time") and is relative in 

20 time. 
21 

22 Regarding claim 4, Bates et al. discloses: 
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1 wherein the first access control time is a pre-determined time period for access 

2 control under the first computer virus status mode (Bates et al., fig. 7, elem. 214). The 

3 access control time is pre-determined by the user. 
4 

5 Regarding claim 5, Bates et al., discloses: 

6 determining the presence of a value representing the computer content in a 

7 memory table of executable computer content (Bates et al., col. 7, lines 12-34). 
8 

9 Regarding claim 6, Bates et al., discloses: 

1 0 wherein the computer content is not executed when the value representing the 



1 1 computer content is not present in the memory table of executable computer content 

12 (Bates et al., col. 1 1 , lines 1 1-24; col. 3, lines 24-27). As disclosed by Bates et al., 

1 3 content not present in the memory table of executable computer content is flagged as 

14 untrustworthy. The invention as disclosed by Bates et al. is configurable to eliminate 

1 5 untrustworthy computer content from the list of accessible content, thus not providing 

1 6 access to the content for execution. 
17 



1 8 Regarding claim 7, Bates et al. discloses: 

1 9 wherein the value is a hash value of the computer content (Bates et al., col. 1 2, 

20 lines 55-58). 
21 

22 Regarding claim 8, Bates et al. discloses: 
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1 wherein the computer content is executed only when the computer content is 

2 time stamped prior to the first computer virus alert time (Bates et al., col. 1 3, lines 42- 

3 59; col. 3, lines 24-27). Computer content that is time stamped prior to the first 

4 computer virus alert time is branded as trustworthy. Thus, the content would not be 

5 subjected to denial of access for execution. 
6 



7 Regarding claim 9, Bates et al. discloses: 

8 entering types of computer codes that should be blocked from execution in 

9 response to the first computer virus outbreak report (Bates et al., col. 9, line 62 - col. 

10 10, line 28); 

1 1 and blocking execution of a computer code that belongs to the entered types of 

12 computer codes (Bates et al., col. 3, lines 24-27). The invention as disclosed by Bates 

1 3 et al. is configurable to eliminate untrustworthy computer content from the list of 

14 accessible content, thus not providing access to the content for execution. 



15 

16 Regarding claim 10, Bates et al. discloses: 

1 7 generating a second virus alert time in response to a second computer virus 

1 8 outbreak report; comparing the time stamp of the computer content with the second 

1 9 computer virus alert time; determining the executability of the computer content in 

20 response to the result of comparing the time stamp of the computer content with the 

21 second computer virus alert time (Bates et al., col. 3, lines 5-15). The above 

22 limitations of claim 10 are essentially similar to claim 1 with the exception that they are 
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1 directed to a second instance of the method of claim 1 . Bates et al. discloses that the 

2 method of claim 1 produces a set of results. Thus, Bates et al. discloses a secondary 

3 instance of the method of claim 1 , as a the word "set" dictates more than a singular 

4 occurrence of the method of claim 1 . 

5 performing antivirus processing upon the computer content (Bates et al., col. 9, 

. 6 lines 62-66). Bates et al. discloses the processing of computer content for the likelihood 

7 of existing viruses. 
8 

9 Regarding claim 12, Bates et al. discloses: 

10 an access control console, for entering a first computer virus status mode and for 

1 1 generating a virus access control time (Bates et al., fig. 1 , elem. 33; fig. 7); 

1 2 an anti-virus module, coupled to the access control console, configured to 



1 3 generate a virus alert time based on the virus access control time and to compare a 

1 4 time stamp of a target computer content with the virus alert time prior to execution of the 

1 5 target computer content (Bates et al., fig. 1 , elem. 30). 
16 



17 Regarding claim 13, Bates et al. discloses: 

1 8 a memory module for storing time stamps of the plurality of computer contents 

19 (Bates etal., fig. 1, elem. 46); 

20 and an access control module, coupled to the access control console and to the 

21 memory module, for generating the virus alert time and for comparing the time stamp of 

22 each target computer content with the virus alert time (Bates et al., fig. 1 , elem. 42). 
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1 

2 Regarding claim 14, Bates et al. discloses: 

3 a computer virus processing module, coupled to the access control module, for 

4 further processing a target computer content in order to determine the executability of 

5 the target computer content (Bates et al., fig. 1 , elem. 44). 
6 

7 Regarding claim 15, Bates et al. discloses: 

8 wherein the memory module stores a value representing each of the computer 

9 contents (Bates et al., col. 12, lines 52-65). 
10 

11 

12 Regarding claim 16, Bates et al. discloses: 

1 3 wherein the access control module is configured to determine the presence of 

14 the value in the memory module as representing a target computer content (Bates et al., 

15 fig. 3). 
16 

17 Regarding claim 17, Bates et al. discloses: 

18 wherein the value is a hash value (Bates et al., col. 12, lines 52-65). 
19 

20 Regarding claim 18, Bates et al. discloses: 

21 a memory module for storing time stamps of computer contents; and an access 

22 control module, coupled to the memory module, for comparing the time stamp of a 
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1 computer content with a computer virus alert time to determine the executability of the 

2 computer content (Bates et al., fig. 1 , elem. 30). 
3 

4 Regarding claim 19, Bates et al. discloses: 

5 a computer virus processing module, coupled to the access control module, for 

6 further processing the computer content (Bates et al., fig. 1 , elem. 44). 
7 

8 Regarding claim 20, Bates et al. discloses: 

9 creating a list of time-stamped executable computer contents (Bates et al., fig. 3, 

10 elem. 92). 

1 1 entering a virus alert mode in response to a virus outbreak report (Bates et al., 

12 fig. 2; col. 1, lines 13-52). 

1 3 responsive to the virus alert mode, entering an access control message for 



1 4 specifying an access control rule for blocking the execution of suspicious or susceptible 

1 5 computer contents that are time-stamped not before a virus alert time, the access 

1 6 control message including a first control parameter for generating the virus alert time 

17 (Bates etal., fig. 2; fig. 7). 



1 8 receiving a request to execute a target computer content; and determining the 

1 9 executability of the target computer content based on the access control rule in the 

20 access control message (Bates et al., fig. 2). 
21 

22 Regarding claim 21, Bates et al. discloses: 
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1 applying anti-virus operation upon each executable computer content, storing a 

2 hash value of each executable computer contents in the list; and inserting a time stamp 

3 corresponding to the moment of storing the hash value of the executable computer 

4 content (Bates et al., fig. 3). 
5 

6 Regarding claim 22, Bates et al. discloses: 

7 receiving the access control message; converting the first control parameter into 

8 the virus alert time; comparing the time stamp of the target computer content in the list 

9 with the virus alert time; and determining the executability of the target computer 
10 content based on the result of the comparing step (Bates et a I., fig. 2, fig. 3, fig. 7). 
11 

12 Regarding claim 23, Bates et al. discloses: 

13 applying an anti-virus operation upon the target computer content (Bates et al., 

14 fig. 3). 
15 

16 Regarding claim 24, Bates et al. discloses: 

17 a second control parameter for specifying types of computer contents that should 

18 be subject to the access control rule (Bates et al., col. 9, line 62 - col. 10, line 28); 

19 a third control parameter for specifying an expiration time for the access control 

20 rule (Bates et al., fig. 7, elem. 217); 

21 and a fourth control parameter for identifying the access control message (Bates 

22 et al., fig. 2). 
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2 



Regarding claim 25, Bates et al. discloses: 



3 



determining validity of the access control message based on the third control 



4 parameter (Bates et al., fig. 3); 



5 



6 



Regarding claim 26, Bates et al. discloses: 



7 determining executability of the target computer content based on the second 

8 control parameter (Bates et al., col. 9, line 62 - col. 10, line 28); 
9 



1 1 and 22, and further because Bates et al. discloses the usage of their system in a 

12 network of communicating computers (Bates et al., fig. 1). Communications to a user 

13 can be blocked when computer content is deemed to be untrustworthy (Bates et al., col. 

14 3, lines 24-27, col. 14, line 6 - col. 15, line 8). 
15 

16 Regarding claim 29, Bates et al. discloses: 

17 wherein the data communication is blocked when the target computer content is 

18 time-stamped not before the virus alert time (Bates et al., fig. 3; fig 7). 
19 

20 Regarding claim 30, Bates et al. discloses: 

21 a firewall module monitoring data communications initiated by a target computer 

22 content and sending a request to examine the data communications (Bates et al., fig. 1 , 



10 



Regarding claims 27 and 28, they are rejected for the same reasons as claims 20 
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1 elems.20, 30, 50). Bates et al. discloses that the system is useful in a network and it is 

2 capable of filtering trustworthy and untrustworthy computer content - thus, acting as a 

3 firewall module. 

4 an access control console, for generating an access control message specifying 

5 an access control rule for blocking data communications of the target computer contents 

6 that are time-stamped not before a virus alert time, the access control message 

7 including a first control parameter for generating the virus alert time (Bates et al., fig. 7; 

8 fig. 2); 

9 and an access control module, coupled to the access control console and the 

1 0 firewall module, configured to receive the access control message and a request from 

1 1 the firewall module, and to generate the virus alert time based on the virus access 

12 control time and to determine whether the data communication should be blocked 

1 3 based on the access control rule (Bates et al., fig. 1 , elem. 44). 
14 



15 Regarding claim 31 , it is a program and computer medium claim implementing 

16 the method claim 1 , and it is rejected for the same reasons (see also, Bates et al., fig. 

17 1). 
18 

19 Regarding claim 32, Bates et al. discloses: 

20 means for entering a computer virus status mode and for generating a virus 

21 access control time (Bates et al., fig. 7); 
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1 and coupled to the entering and generating means, means for calculating a virus 

2 alert time based on the virus access control time (Bates et al., fig. 1 , elems. 31 , 42, 44). 

3 and coupled to the calculating virus alert time means, means for comparing a 

4 time stamp of a target computer content with the virus alert time prior to execution of the 

5 computer content (Bates et al., fig. 1 , elem. 42). 
6 

7 Regarding claim 33, Bates et al. discloses: 

8 means for storing time-stamped executable computer contents (Bates et al. , fig . 

9 1, elem. 46); 

1 0 a firewall means for monitoring data communications occurring to the executable 

11 computer contents (Bates et al., fig. 1, elems. 44, 29, 52). 

1 2 means for entering a computer virus status mode and for generating a virus 

1 3 access control time (Bates et al., fig. 7); 

14 coupled to the entering and generating means, means for calculating a virus alert 

15 time based on the virus access control time (Bates etai, fig. 1, elems. 31, 42, 44). 

1 6 and coupled to the calculating virus alert time means and the storing means and 

1 7 the firewall means, means for comparing a time stamp of an executable computer 

1 8 content with the virus alert time to determine whether the data communication occurring 

1 9 to the executable computer content should be blocked (Bates et al., fig. 1 , elem. 44, 42). 
20 

21 
22 
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1 Claim Rejections - 35 USC § 103 

2 

3 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

4 obviousness rejections set forth in this Office action: 

5 (a) A patent may not be obtained though the invention is not identically disclosed or described as set 

6 forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 

7 the prior art are such that the subject matter as a whole would have been obvious at the time the 

8 invention was made to a person having ordinary skill in the art to which said subject matter pertains. 

9 Patentability shall not be negatived by the manner in which the invention was made. 

10 

1 1 Claim 11 is rejected under 35 U.S.C. 103(a) as being unpatentable over 

12 Bates et al., U.S. Patent 6,721,721 B1 in view of Symantec, "Norton Antivirus 

13 Corporate Edition". 

14 

1 5 Regarding claim 1 1 , Bates et al. discloses that viruses can be found in email 

16 attachments, and that it is well known in the art for antivirus programs to have the 



17 capability for performing antivirus processing on emails and email attachments (Bates et 

18 al., col. 1, lines 35-63). Bates et al. discloses an antivirus program or module for 

19 performing such antivirus processing (Bates et al., fig. 1, elems. 44, 52). Bates et al., 

20 however, does not disclose the details of the antivirus processing for emails and email 

21 attachments. Specifically, Bates et al. does not disclose that the antivirus program or 

22 module removes the computer content from the E-mail body, and denies execution of 

23 the computer content. 

24 Symantec discloses an antivirus program and the details of how the program 

25 performs antivirus processing upon an email with an attachment. Symantec discloses 

26 that the antivirus program scans content attached to an email body and removes such 
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1 content if it is found to contain a virus, thus, denying execution of the content 

2 (Symantec, page 15, par. 2; page 22, "Managing Realtime Protection"). 

3 It would have been obvious for one of ordinary skill in the art to combine the 

4 details disclosed by Symantec for the antivirus processing of emails with the system of 

5 Bates et al. because the system of Bates et al. discloses an antivirus program capable 

6 of performing antivirus processing for processing of emails. 
7 



8 Conclusion 

9 

10 The prior art made of record and not relied upon is considered pertinent to 

1 1 applicant's disclosure: 
12 

1 3 Fisher et al., "Method and Apparatus for Identifying Accesses to a Repository of 

14 Logical Objects Stored on a Storage System Based Upon Information Identifying 

1 5 Accesses to Physical Storage Locations", U.S. Patent 6,535,891 B1 . 

16 Margolus et al., "Data Repository and Method for Promoting Network Storage of 

17 Data", U.S. Patent Application Publication, 2004/0162808. 

18 Saxon, "Method and Apparatus for Performing Retroactive Backups in a 

19 Computer System", U.S. Patent 5,758,359. 

20 Spear, "Single Point of Entry/Origination Item Scanning Within an Enterprise or 

21 Workgroup", U.S. Patent 6.611,925 B1. 
22 
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1 



Any inquiry concerning this communication or earlier communications from the 



2 examiner should be directed to Jeffery Williams whose telephone number is (571) 272- 

3 7965. The examiner can normally be reached on 8:30-5:00. 



5 supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 

6 number for the organization where this application or proceeding is assigned is 703- 

7 872-9306. 



9 Patent Application Information Retrieval (PAIR) system. Status information for 

10 published applications may be obtained from either Private PAIR or Public PAIR. 

1 1 Status information for unpublished applications is available through Private PAIR only. 

12 For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

1 3 you have questions on access to the Private PAIR system, contact the Electronic 

14 Business Center (EBC) at 866-217-9197 (toll-free). 



4 



If attempts to reach the examiner by telephone are unsuccessful, the examiner's 



8 



Information regarding the status of an application may be obtained from the 
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